Privacy Statement
Swisscom Mobile ID App

If you are a resident of Switzerland, please take note of the following
Privacy Statement (CH) for the Use of the Mobile ID App of Swisscom.

If you are a resident of the EU or EEA, please take note of the following
Privacy Statement (EU/EAA) for the Use of the Mobile ID App of Swisscom.

If you are a resident outside or the EU and EEA, please take note of the following
Privacy Statement (outside of CH and EU/EEA) for the Use of the Mobile ID App of Swisscom.

Albanisch/Albanian: Nése jeni nga Shqipéria ose nga Kosova, kétu do té gjeni versionin négjuhén shqipe.

Serbisch / Serbian: Ako ste nastanjeni u Bosni i Hercegovini ili Srbiji, ovde ¢ete naci srpsku verziju.
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Privacy Statement (CH) for the Use
of the Swisscom Mobile ID App

General

Privacy is a matter of trust, and your trust is important to us. Handling personal data in a responsible and
legally compliant manner is a top priority for Swisscom (Switzerland) Ltd, Alte Tiefenaustrasse 6,
Worblaufen, Switzerland, company number CHE-101.654.423 ("we", "us" or "Swisscom"). This Privacy
Statement ("Statement”) describes the way in which weprocess your personal data.

Applicability

This Statement applies to the processing of personal data in connection with the provision of the Swisscom
Mobile ID App for secure 2-factor authentication ("authentication service"). In addition to this Statement,
the Terms and Conditions of Use of the Mobile ID App (“Terms and Conditions of Use") shall apply.

Categories of personal data

In connection with your use of our authentication service, we process, in particular, the following
categories of personal data:

e mobile phone number (MSISDN)
e usage data

Further information regarding the categories of personal data processed by us can be found in Section 1 of
the Comprehensive Statement set forth below.

There is no legal or contractual obligation to disclose personal data. However, we will have to collect and
process personal data necessary for recording and processing the authentication service. Otherwise, you
will not be able to use our authentication service.

Purposes of processing
We process your personal data for purposes such as:

e providing the authentication service

e  offering support services

Further details regarding the purposes of processing can be found in Section 2 of the Comprehensive
Statement set forth below.

Legal basis of processing

The processing of personal data requires a legal basis. The processing of your personal data has the
following legal bases:

(a) need for performance of our contract with you or for processing your request for a contract

(b) need for compliance with legal obligations to which we are subject or

(c) overriding legitimate interests in fulfilling the purposes mentioned above and in the Comprehensive
Statement.

Further details regarding the legal bases of our processing can be found in Section 3 of the Comprehensive
Statement set forth below.

Categories of recipients and cross-border processing

We can make your data available to the following recipients in compliance with the applicable legal
requirements:

e Business customers that provide services for which you want to be authenticated (limited to the
success of an authentication process)

e external service providers

Further details regarding the disclosure of personal data to third parties can be found in Section 4 of the
Comprehensive Statement set forth below.

Storage period and data erasure

Your personal data are stored at least until the purpose for processing them has been achieved;
thereafter, they are erased or anonymised. Further information regarding the storage period and the
erasure of data can be found in Section 5 of the Comprehensive Statement set forth below.
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Your rights

You have a number of rights in relation to the processing of your personal data, subject to the conditions
specified by applicable law, such as, for example, the rights to information, rectification or erasure.
Further information concerning your rights can be found in Section 6 of the Comprehensive Statement set
forth below.

Amendments

This Statement is not part of the Terms and Conditions of Use. We reserve the right to amend and
supplement all constituent parts of this Statement anytime at our absolute discretion. We shall give you
adequate notice of these changes in accordance with applicable law.

Contact
If you have any questions or concerns, you can contact us as follows:

e Dby telephone:  +41 800 800 800

e by post: Swisscom (Switzerland) Ltd,
Identification Services
Pfingstweidstrasse 51
8005 Zurich, Switzerland

e by email: info@mobileid.ch
You can contact Swisscom's Data Protection Officer as follows:
e by email: datenschutz@swisscom.com

e by post: Swisscom (Switzerland) Ltd, Dr Nicolas Passadelis, LL.M., Data Protection Officer
Swisscom Ltd and Swisscom (Switzerland) Ltd, P.O. Box, 3050 Bern

In all cases, please enter the keyword "Mobile ID".

Last amended: 21.04.2020
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COMPREHENSIVE STATEMENT

Categories of personal data

We process the following personal data concerning you:
¢ mobile phone number (MSISDN)
e userID
e log files for the authentication process
e result of authentication (success/failure)
e information which you have provided to us in enquiries

We collect these data directly from you or from business customers that provide services for which you
want to be authenticated.

There is no legal or contractual obligation to disclose personal data. However, we will have to collect and
process personal data necessary for recording and processing the authentication service. Unless you
provide these personal data, you will not be able to use our authentication service.

Purposes of processing

We process your personal data for the following purposes:

e Provision of the authentication service: This includes, in particular, creating advanced and
qualified digital certificates, handling the signing process and operating our technical
infrastructure in connection with the Trust Service, including the assessment and verification to
third parties of the authenticity of a certificate or signature.

e Support services: This includes, in particular, responding to questions and concerns, as well as
providing technical support and general customer service.

e Compliance with legal obligations: This includes, in particular, disclosing personal data to third
parties where this seems necessary or appropriate in order to comply with applicable laws and
regulations or to verify compliance with them and to answer enquiries from the competent
authorities.

Legal basis

In processing your personal data, Swisscom relies on the following legal bases.

Processing purpose Data categories Legal basis for processing
Provision of authentication All above-mentioned data e Performance of a
service categories contract
Support services Information that you provide e Performance of a
to us in enquiries, as well as contract
the above-mentioned e Overriding legitimate
categories of data, if interest in ensuring
necessary customer satisfaction and
offering a competitive
authentication service
Compliance with legal All above-mentioned data e Legal obligation
obligations categories
Swisscom (Switzerland) Ltd Date: 21.04.2020
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Categories of data recipients and cross-border processing

4.1 Categories of data recipients

e  Business customers that provide services for which you want to be authenticated: We inform
them as to whether the authentication was successful.

e Service providers (outside the Swisscom Group): To provide the authentication service, we utilise
an external service provider, Futurae Technologies Ltd, Eichstrasse 23, 8045 Zurich, Switzerland,
which in rare cases can view personal data in the course of troubleshooting.

e Third parties in the context of compliance with legal obligations: We may transfer your personal
data to third parties if this appears necessary or reasonable to comply with, or verify compliance
with, applicable laws and regulations and to answer enquiries from competent authorities.

4.2 Cross-border processing in countries outside the EEA (third countries)

We only transfer your personal data to recipients within the European Economic Area and Switzerland. By
means of an adequacy decision (2000/518/EC), the European Commission has recognised that Switzerland
has an adequate level of data protection.

Storage period and data erasure

We will store and process your personal data for as long as this is required for the purpose for which they
were collected or for as long as this is legally required or permitted. At any rate, we will store your data
described in Section 1 for the duration of your use of the authentication service. If you delete the app
completely, your personal data will be deleted from or anonymised in our systems so that you can no longer
be identified.

Your rights

Based on the Data protection law, you have the following rights in relation to your personal data:

6.1 Information

You have the right to receive confirmation from us as to whether we are processing personal data
concerning you and, if so, to request information about the processing of your personal data. This
information includes, in particular, details regarding the purpose of the processing, the categories of
personal data and the recipients or categories of recipients to whom the personal data has been or is
being made available.

6.2 Rectification
You have the right to have your personal data processed by us rectified and/or completed.

6.3 Erasure

To the extent that we are not required by applicable laws and regulations to store your personal data, you
have the right to have your personal data erased if:

e your personal data are no longer required for the purposes pursued;
e you have validly objected to the processing (see below in this regard) or
e your personal data have been processed unlawfully.

6.4 Restriction of processing

Restriction of processing: You may ask us to restrict the processing in the following cases:

e If you dispute the accuracy of the data, for the duration of our examination and subsequent
rectification or refusal to rectify.

e If, in the case of unlawful processing, you refuse erasure and wish instead to have the processing
restricted.
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o If, after the purpose has been achieved, you request that the data not be erased but instead that
they continue to be retained for the purpose of asserting legal rights.

The affected personal data will be segregated or marked accordingly for the duration of the restriction.
Aside from storage, any further processing of these personal data shall only occur with your consent or for
the purpose of asserting, exercising or defending legal claims or to protect the rights of another natural
person or legal entity.

6.5 Data portability

Subject to certain conditions, you have the right to receive the personal data provided by you in a
structured, commonly used and machine-readable format. You are entitled to have these personal data
transferred, without hindrance, to another company to the extent this is technically possible.

6.6 Right to object

You have the right, for reasons related to your particular situation, to object at any time to our processing
of your personal data, and we may be requested to stop processing your personal data. If you have a right
to object and you exercise it, we will no longer process your personal data for such purposes.

A right to object does not exist, in particular, if we have compelling legitimate grounds for the processing
which outweigh your interests, rights and freedoms, or if the processing is for the purpose of asserting,
exercising or defending legal claims or is necessary for concluding and performing a contract.

6.7 List of contacts
You may assert your rights related to the processing of your personal data at the following contact points:
e by telephone:  +41 800 800 800

e by post: Swisscom (Switzerland) Ltd,
Identification Services
Pfingstweidstrasse 51
8005 Zurich, Switzerland

e byemail: info@mobileid.ch
You can contact the Data Protection Officer of Swisscom Ltd and Swisscom (Switzerland) Ltd as follows:
e by email: datenschutz@swisscom.com

e Dby post: Swisscom (Switzerland) Ltd, Dr Nicolas Passadelis, LL.M., Data Protection Officer
Swisscom Ltd and Swisscom (Switzerland) Ltd, P.O. Box, 3050 Bern

In all cases, enter the keyword "Mobile ID Service".

If you believe that the processing of your personal data infringes the GDPR, you also have the right to file
a complaint with the competent supervisory authority, in particular in the Member State of your usual
place of residence or the location of the suspected infringement.

Last amended: 21.04.2020
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General

Privacy is a matter of trust, and your trust is important to us. Handling personal data in a responsible and
legally compliant manner is a top priority for Swisscom (Switzerland) Ltd, Alte Tiefenaustrasse 6,
Worblaufen, Switzerland, company number CHE-101.654.423 ("we", "us" or "Swisscom"). This Privacy
Statement ("Statement”) describes the way in which we, as a data protection controller, process your
personal data. Our representative in the European Union ("EU") is Swisscom IT Services Finance S.E.,
Modecenterstrasse 17-19/Unit 2/8th Floor, 1110 Vienna, Austria, Company Registration Number

FN 378965b ("Swisscom ITSF").

Applicability

This Statement applies to the processing of personal data in connection with the provision of the Swisscom
Mobile ID App for secure 2-factor authentication ("authentication service"). In addition to this Statement,
the Terms and Conditions of Use of the Mobile ID App ("Terms and Conditions of Use") shall apply.

Categories of personal data

In connection with your use of our authentication service, we process, in particular, the following
categories of personal data:

e mobile phone number (MSISDN)
e usage data

Further information regarding the categories of personal data processed by us can be found in Section 1 of
the Comprehensive Statement set forth below.

There is no legal or contractual obligation to disclose personal data. However, we will have to collect and
process personal data necessary for recording and processing the authentication service. Otherwise, you
will not be able to use our authentication service.

Purposes of processing
We process your personal data for purposes such as:

e providing the authentication service

e offering support services

Further details regarding the purposes of processing can be found in Section 2 of the Comprehensive
Statement set forth below.

Legal basis of processing

The processing of personal data requires a legal basis under the General Data Protection Regulation
("GDPR"). The processing of your personal data has the following legal bases:

(a) need for performance of our contract with you or for processing your request for a contract (Art. 6 (1)
(b) GDPR; "performance of a contract"),

(b) need for compliance with legal obligations to which we are subject (Art. 6 (1) (c) GDPR; "legal
obligation™) or

(c) overriding legitimate interests in fulfilling the purposes mentioned above and in the Comprehensive
Statement (Art. 6 (1) (f) GDPR; "overriding legitimate interest").

Further details regarding the legal bases of our processing can be found in Section 3 of the Comprehensive
Statement set forth below.

Categories of recipients and cross-border processing

We can make your data available to the following recipients in compliance with the applicable legal
requirements:

e Business customers that provide services for which you want to be authenticated (limited to the
success of an authentication process)

o external service providers

Further details regarding the disclosure of personal data to third parties can be found in Section 4 of the
Comprehensive Statement set forth below.

Swisscom (Switzerland) Ltd Date: 21.04.2020
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Storage period and data erasure

Your personal data are stored at least until the purpose for processing them has been achieved;
thereafter, they are erased or anonymised. Further information regarding the storage period and the
erasure of data can be found in Section 5 of the Comprehensive Statement set forth below.

Your rights

You have a number of rights in relation to the processing of your personal data, subject to the conditions
specified by applicable law, such as, for example, the rights to information, rectification or erasure.
Further information concerning your rights can be found in Section 6 of the Comprehensive Statement set
forth below.

Amendments

This Statement is not part of the Terms and Conditions of Use. We reserve the right to amend and
supplement all constituent parts of this Statement anytime at our absolute discretion. We shall give you
adequate notice of these changes in accordance with applicable law.

Contact
If you have any questions or concerns, you can contact us as follows:

e by telephone:  +41 800 800 800

e by post: Swisscom (Switzerland) Ltd,
Identification Services

Pfingstweidstrasse 51
8005 Zurich, Switzerland

e by email: info@mobileid.ch

You can contact Swisscom's Data Protection Officer as follows:
e by email: datenschutz@swisscom.com

e by post: Swisscom (Switzerland) Ltd, Dr Nicolas Passadelis, LL.M., Data Protection Officer
Swisscom Ltd and Swisscom (Switzerland) Ltd, P.O. Box, 3050 Bern

In all cases, please enter the keyword "Mobile ID".

Last amended: 21.04.2020
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COMPREHENSIVE STATEMENT

1 Controller and representative

Data processing controller: Swisscom (Switzerland) Ltd, Alte Tiefenaustrasse 6, Worblaufen, Switzerland,
company number CHE-101.654.423 ("we," "us" or "Swisscom")

Representative in the EU: Swisscom IT Services Finance S.E., Modecenterstrasse 17-19/Unit 2/8th Floor,
1110 Vienna, Austria, Company Registration Number FN 378965b ("Swisscom ITSF").

2 Categories of personal data

We process the following personal data concerning you:
e mobile phone number (MSISDN)
e userlID
e log files for the authentication process
e result of authentication (success/failure)
e information which you have provided to us in enquiries

We collect these data directly from you or from business customers that provide services for which you
want to be authenticated.

There is no legal or contractual obligation to disclose personal data. However, we will have to collect and
process personal data necessary for recording and processing the authentication service. Unless you
provide these personal data, you will not be able to use our authentication service.

We do not use automated decision-making pursuant to Art. 22 GDPR.

3 Purposes of processing

We process your personal data for the following purposes:

e Provision of the authentication service: This includes, in particular, creating advanced and
qualified digital certificates, handling the signing process and operating our technical
infrastructure in connection with the Trust Service, including the assessment and verification to
third parties of the authenticity of a certificate or signature.

e Support services: This includes, in particular, responding to questions and concerns, as well as
providing technical support and general customer service.

¢ Compliance with legal obligations: This includes, in particular, disclosing personal data to third
parties where this seems necessary or appropriate in order to comply with applicable laws and
regulations or to verify compliance with them and to answer enquiries from the competent
authorities.

4 Legal basis

In processing your personal data, Swisscom relies on the following legal bases.

Processing purpose Data categories Legal basis for processing
Provision of authentication All above-mentioned data e Performance of a
service categories contract
Support services Information that you provide e Performance of a
to us in enquiries, as well as contract
the above-mentioned

Swisscom (Switzerland) Ltd Date: 21.04.2020
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categories of data, if
necessary

e  Overriding legitimate
interest in ensuring
customer satisfaction and
offering a competitive
authentication service

Compliance with legal
obligations

All above-mentioned data
categories

e Legal obligation

Categories of data recipients and cross-border processing

5.1 Categories of data recipients

e Business customers that provide services for which you want to be authenticated: We inform

them as to whether the authentication was successful.

e Service providers (outside the Swisscom Group): To provide the authentication service, we utilise

an external service provider, Futurae Technologies Ltd, Eichstrasse 23, 8045 Zurich, Switzerland,
which in rare cases can view personal data in the course of troubleshooting.

e Third parties in the context of compliance with legal obligations: We may transfer your personal

data to third parties if this appears necessary or reasonable to comply with, or verify compliance
with, applicable laws and regulations and to answer enquiries from competent authorities.

5.2 Cross-border processing in countries outside the EEA (third countries)

We only transfer your personal data to recipients within the European Economic Area and Switzerland. By
means of an adequacy decision (2000/518/EC), the European Commission has recognised that Switzerland
has an adequate level of data protection.

Storage period and data erasure

We will store and process your personal data for as long as this is required for the purpose for which they
were collected or for as long as this is legally required or permitted. At any rate, we will store your data
described in Section 1 for the duration of your use of the authentication service. If you delete the app
completely, your personal data will be deleted from or anonymised in our systems so that you can no longer

be identified.

Your rights

Based on the GDPR, you have the following rights in relation to your personal data:

7.1 Information

You have the right to receive confirmation from us as to whether we are processing personal data
concerning you and, if so, to request information about the processing of your personal data. This
information includes, in particular, details regarding the purpose of the processing, the categories of
personal data and the recipients or categories of recipients to whom the personal data has been or is

being made available.

7.2 Rectification

You have the right to have your personal data processed by us rectified and/or completed.

7.3 Erasure

To the extent that we are not required by applicable laws and regulations to store your personal data, you
have the right to have your personal data erased if:

e your personal data are no longer required for the purposes pursued;

e you have validly objected to the processing (see below in this regard) or

e your personal data have been processed unlawfully.

Swisscom (Switzerland) Ltd
C1 Public
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7.4 Restriction of processing

Restriction of processing: You may ask us to restrict the processing in the following cases:

e If you dispute the accuracy of the data, for the duration of our examination and subsequent
rectification or refusal to rectify.

e If, in the case of unlawful processing, you refuse erasure and wish instead to have the processing
restricted.

e |If, after the purpose has been achieved, you request that the data not be erased but instead that
they continue to be retained for the purpose of asserting legal rights.

The affected personal data will be segregated or marked accordingly for the duration of the restriction.
Aside from storage, any further processing of these personal data shall only occur with your consent or for
the purpose of asserting, exercising or defending legal claims or to protect the rights of another natural
person or legal entity.

7.5 Data portability

Subject to certain conditions, you have the right to receive the personal data provided by you in a
structured, commonly used and machine-readable format. You are entitled to have these personal data
transferred, without hindrance, to another company to the extent this is technically possible.

7.6 Right to object

You have the right, for reasons related to your particular situation, to object at any time to our processing
of your personal data, and we may be requested to stop processing your personal data. If you have a right
to object and you exercise it, we will no longer process your personal data for such purposes.

A right to object does not exist, in particular, if we have compelling legitimate grounds for the processing
which outweigh your interests, rights and freedoms, or if the processing is for the purpose of asserting,
exercising or defending legal claims or is necessary for concluding and performing a contract.

7.7 List of contacts
You may assert your rights related to the processing of your personal data at the following contact points:
e by telephone:  +41 800 800 800

e by post: Swisscom (Switzerland) Ltd,
Identification Services
Pfingstweidstrasse 51
8005 Zurich, Switzerland

e by email: info@mobileid.ch
You can contact the Data Protection Officer of Swisscom (Switzerland) Ltd as follows:
e by email: datenschutz@swisscom.com

e by post: Swisscom (Switzerland) Ltd, Dr Nicolas Passadelis, LL.M., Data Protection Officer
Swisscom Ltd and Swisscom (Switzerland) Ltd, P.O. Box, 3050 Bern

In all cases, enter the keyword "Mobile ID Service".

If you believe that the processing of your personal data infringes the GDPR, you also have the right to file
a complaint with the competent supervisory authority, in particular in the Member State of your usual
place of residence or the location of the suspected infringement.

Last amended: 21.04.2020
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General

Privacy is a matter of trust, and your trust is important to us. Handling personal data in a responsible and
legally compliant manner is a top priority for Swisscom (Switzerland) Ltd, Alte Tiefenaustrasse 6,
Worblaufen, Switzerland, company number CHE-101.654.423 ("we", "us" or "Swisscom"). This Privacy
Statement ("Statement") describes the way in which weprocess your personal data.

Applicability

This Statement applies to the processing of personal data in connection with the provision of the Swisscom
Mobile ID App for secure 2-factor authentication (“authentication service"). In addition to this Statement,
the Terms and Conditions of Use of the Mobile ID App (“Terms and Conditions of Use") shall apply.

Categories of personal data

In connection with your use of our authentication service, we process, in particular, the following
categories of personal data:

e mobile phone number (MSISDN)
e usage data

Further information regarding the categories of personal data processed by us can be found in Section 1 of
the Comprehensive Statement set forth below.

You do not have to disclose your personal data. However, we will have to collect and process personal
data necessary for recording and processing the authentication service. Otherwise, you will not be able to
use our authentication service.

Purposes of processing
We process your personal data for purposes such as:

e providing the authentication service

e offering support services

Further details regarding the purposes of processing can be found in Section 2 of the Comprehensive
Statement set forth below.

Legal basis of processing

Under the relevant laws, the processing of personal data requires a legal basis. The processing of your
personal data has the following legal bases:

(a) need for performance of our contract with you or for processing your request for a contract
(b) need for compliance with legal obligations to which we are subject or

(c) overriding legitimate interests in fulfilling the purposes mentioned above and in the Comprehensive
Statement.

Further details regarding the legal bases of our processing can be found in Section 3 of the Comprehensive
Statement set forth below.

Categories of recipients and cross-border processing

We can make your data available to the following recipients in compliance with the applicable legal
requirements:

e Business customers that provide services for which you want to be authenticated (limited to the
success of an authentication process)

e external service providers

Further details regarding the disclosure of personal data to third parties can be found in Section 4 of the
Comprehensive Statement set forth below.

Storage period and data erasure

Your personal data are stored at least until the purpose for processing them has been achieved;
thereafter, they are erased or anonymised. Further information regarding the storage period and the
erasure of data can be found in Section 5 of the Comprehensive Statement set forth below.

Swisscom (Switzerland) Ltd Date: January 2023
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Your rights

You may in some jurisdictions have a number of rights in relation to the processing of your personal data,
subject to the conditions specified by applicable law, such as, for example, the rights to information,
rectification or erasure. Further information concerning your rights can be found in Section 6 of the
Comprehensive Statement set forth below.

Amendments

This Statement is not part of the Terms and Conditions of Use. We reserve the right to amend and
supplement all constituent parts of this Statement anytime at our absolute discretion. We shall give you
adequate notice of these changes in accordance with applicable law.

Contact
If you have any questions or concerns, you can contact us as follows:

e Dby telephone: +41 800 800 800

e by post: Swisscom (Switzerland) Ltd,
Identification Services
Pfingstweidstrasse 51
8005 Zurich, Switzerland

e by email: info@mobileid.ch
You can contact Swisscom's Data Protection Officer as follows:
e by email: datenschutz@swisscom.com

e by post: Swisscom (Switzerland) Ltd, Dr Nicolas Passadelis, LL.M., Data Protection Officer
Swisscom Ltd and Swisscom (Switzerland) Ltd, P.O. Box, 3050 Bern

In all cases, please enter the keyword "Mobile ID".

Last amended: January 2023
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COMPREHENSIVE STATEMENT

Categories of personal data

We process the following personal data concerning you:
¢ mobile phone number (MSISDN)
e userlID
e log files for the authentication process
e result of authentication (success/failure)
e information which you have provided to us in enquiries

We collect these data directly from you or from business customers that provide services for which you
want to be authenticated.

There is no legal or contractual obligation to disclose personal data. However, we will have to collect and
process personal data necessary for recording and processing the authentication service. Unless you
provide these personal data, you will not be able to use our authentication service.

Purposes of processing

We process your personal data for the following purposes:

e Provision of the authentication service: This includes, in particular, creating advanced and
qualified digital certificates, handling the signing process and operating our technical
infrastructure in connection with the Trust Service, including the assessment and verification to
third parties of the authenticity of a certificate or signature.

e Support services: This includes, in particular, responding to questions and concerns, as well as
providing technical support and general customer service.

e Compliance with legal obligations: This includes, in particular, disclosing personal data to third
parties where this seems necessary or appropriate in order to comply with applicable laws and
regulations or to verify compliance with them and to answer enquiries from the competent
authorities.

Legal basis

In processing your personal data, under relevant laws, Swisscom relies on the following legal bases.

Processing purpose Data categories Legal basis for processing
Provision of authentication All above-mentioned data e Performance of a
service categories contract
Support services Information that you provide e Performance of a
to us in enquiries, as well as contract
the above-mentioned e Overriding legitimate
categories of data, if interest in ensuring
necessary customer satisfaction and

offering a competitive
authentication service

Compliance with legal All above-mentioned data e Legal obligation
obligations categories
Swisscom (Switzerland) Ltd Date: January 2023
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Categories of data recipients and cross-border processing

4.1 Categories of data recipients

e  Business customers that provide services for which you want to be authenticated: We inform
them as to whether the authentication was successful.

e Service providers (outside the Swisscom Group): To provide the authentication service, we utilise
an external service provider, Futurae Technologies Ltd, Eichstrasse 23, 8045 Zurich, Switzerland,
which in rare cases can view personal data in the course of troubleshooting.

e Third parties in the context of compliance with legal obligations: We may transfer your personal
data to third parties if this appears necessary or reasonable to comply with, or verify compliance
with, applicable laws and regulations and to answer enquiries from competent authorities.

4.2 Cross-border processing in countries outside the EEA (third countries)

We only transfer your personal data to recipients within the European Economic Area and Switzerland. By
means of an adequacy decision (2000/518/EC), the European Commission has recognised that Switzerland
has an adequate level of data protection.

Storage period and data erasure

We will store and process your personal data for as long as this is required for the purpose for which they
were collected or for as long as this is legally required or permitted. At any rate, we will store your data
described in Section 1 for the duration of your use of the authentication service. If you delete the app
completely, your personal data will be deleted from or anonymised in our systems so that you can no longer
be identified.

Your rights
In some jurisdictions and subject to the conditions set by applicable Data protection law, you may have the

following rights in relation to your personal data:

6.1 Information

You have the right to receive confirmation from us as to whether we are processing personal data
concerning you and, if so, to request information about the processing of your personal data. This
information includes, in particular, details regarding the purpose of the processing, the categories of
personal data and the recipients or categories of recipients to whom the personal data has been or is
being made available.

6.2 Rectification
You have the right to have your personal data processed by us rectified and/or completed.
6.3 Erasure

To the extent that we are not required by applicable laws and regulations to store your personal data, you
have the right to have your personal data erased if:

e your personal data are no longer required for the purposes pursued;
e you have validly objected to the processing (see below in this regard) or

e your personal data have been processed unlawfully.

Swisscom (Switzerland) Ltd Date: January 2023
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6.4 Restriction of processing

Restriction of processing: You may ask us to restrict the processing in the following cases:

e If you dispute the accuracy of the data, for the duration of our examination and subsequent
rectification or refusal to rectify.

e If, in the case of unlawful processing, you refuse erasure and wish instead to have the processing
restricted.

e If, after the purpose has been achieved, you request that the data not be erased but instead that
they continue to be retained for the purpose of asserting legal rights.

The affected personal data will be segregated or marked accordingly for the duration of the restriction.
Aside from storage, any further processing of these personal data shall only occur with your consent or for
the purpose of asserting, exercising or defending legal claims or to protect the rights of another natural
person or legal entity.

6.5 Data portability

Subject to certain conditions, you have the right to receive the personal data provided by you in a
structured, commonly used and machine-readable format. You are entitled to have these personal data
transferred, without hindrance, to another company to the extent this is technically possible.

6.6 Right to object

You have the right, for reasons related to your particular situation, to object at any time to our processing
of your personal data, and we may be requested to stop processing your personal data. If you have a right
to object and you exercise it, we will no longer process your personal data for such purposes.

A right to object does not exist, in particular, if we have compelling legitimate grounds for the processing
which outweigh your interests, rights and freedoms, or if the processing is for the purpose of asserting,
exercising or defending legal claims or is necessary for concluding and performing a contract.

6.7 List of contacts
You may assert your rights related to the processing of your personal data at the following contact points:
e by telephone:  +41 800 800 800

e by post: Swisscom (Switzerland) Ltd,
Identification Services

Pfingstweidstrasse 51
8005 Zurich, Switzerland

e by email: info@mobileid.ch
You can contact the Data Protection Officer of Swisscom Ltd and Swisscom (Switzerland) Ltd as follows:
e by email: datenschutz@swisscom.com

e Dby post: Swisscom (Switzerland) Ltd, Dr Nicolas Passadelis, LL.M., Data Protection Officer
Swisscom Ltd and Swisscom (Switzerland) Ltd, P.O. Box, 3050 Bern

In all cases, enter the keyword "Mobile ID Service".

If you believe that the processing of your personal data infringes the GDPR, you also have the right to file
a complaint with the competent supervisory authority, in particular in the Member State of your usual
place of residence or the location of the suspected infringement.

Last amended: January 2023
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Té Pérgjithshme

Privatésia éshté njé céshtje besimi, dhe besimi juaj &shté i réndésishém pér ne. Trajtimi i té dhénave
personale né njé ményré té pérgjegjshme dhe né pérputhje me ligjin éshté njé prioritet i larté pér Swisscom
(Switzerland) Ltd, Alte Tiefenaustrasse 6, Worblaufen, Zvicér, Numri i Kompanisé CHE-101.654.423 ('Ne',
ose 'Swisscom'). Kjo deklaraté e privatésisé (‘deklaraté’) pérshkruan ményrén né té cilén ne pérpunojmé té
dhénat tuaja personale.

Zbatueshméria

Kjo Deklaraté zbatohet pér pérpunimin e té dhénave personale né lidhje me ofrimin e aplikacionit Swisscom
Mobile ID pér vértetim té sigurt me 2 faktoré ("shérbimi i vértetimit"). Pérve¢ késaj Deklarate, do té
zbatohen dhe Termat dhe Kushtet e Pérdorimit té Aplikacionit Mobile ID ("Termat dhe Kushtet e
Pérdorimit").

Kategorité e té dhénave personale
Né lidhje me pérdorimin tuaj té shérbimit toné té vértetésisé, né vecanti, ne pérpunojmé kategorité e té
dhénave personale si:

e Numrin e telefonit celular (MSISDN)
e Té dhénat e pérdorimit

Informacionet e métejshme né lidhje me kategorité e té dhénave personale té pérpunuara nga ne, i gjeni
mé poshté nén piken 1 té Deklaratés gjithépérfshirése.

Nuk ka ndonjé detyrim ligjor ose kontraktual pér té zbuluar té dhénat personale. Megjithaté, ne mbledhim
dhe pérpunojmé té dhéna personale gé nevojiten pér regjistrimin dhe ofrimin e shérbimit té vertetésisé.

Pérndryshe, nuk do té mund ta pérdorni shérbimin toné té vértetésisé.

Qéllimet e pérpunimit té té dhénave personale

Ne i pérpunojmé té dhénat tuaja personale pér géllime té tilla, si:
e ofrimin e shérbimit té vértetésisé dhe
e  Ofrimi i shérbimeve mbéshtetése

Pér mé shumé detaje né lidhje me géllimet e pérpunimit, mund té gjenden né pikén 2 té Deklaratés
gjithépérfshirése té paragitura me poshté.

Baza ligjore e pérpunimit té té dhénave personale

Pérpunimi i té dhénave personale kérkon njé bazé ligjore. Té dhénat tuaja personale pérpunohen né
pérputhje me ligjin i cili bazohet né:

(@) nevojén pér pérmbushjen e kontratés soné me ju ose pér realizimin e kérkesés suaj pér lidhjen e
kontratés,

(b) nevoja pér respektimin e detyrimeve ligjore té cilave ne i nénshtrohemi

(c) pér pérmbushjen e géllimeve kryesore dhe interesave legjitime té pércaktuara mé sipér dhe né
Deklaratén Gjithépérfshirése.

Pér mé shumé detaje né lidhje me bazat ligjore dhe pérpunimin e té dhénave tuaja nga ana joné, i shihni
mé poshté né piken 3 té Deklaratés Gjithépérfshirése.
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Kategorité e pérfituesve dhe pérpunimi i té dhénave jashté kufijve
Né mund t’i vémé né dispozicion té dhénat tuaja né pérputhje me ligjin né fuqgi pér kéto kategori:
e Klienté biznesi qé ofrojné shérbime gé iu mundésojné té vértetoheni (i kufizuar né suksesin e njé
procesi vértetimi)
e ofrues té jashtém shérbimi

Mé shumé detaje mbi transferimin e té dhénave personale tek palét e treta gjeni mé poshté né piken 4 té
Deklaratés Gjithépérfshirése.

Kohézgjatja e ruajtjes dhe e fshirjes sé té dhénave

Té dhénat tuaja personale ruhen té paktén derisa té arrihet géllimi pér pérpunimin e tyre dhe mé pas ato
fshihen ose anonimizohen.

Mé shumé detaje né lidhje me periudhén e ruajtjes dhe fshirjes sé té dhénave, gjeni mé poshté né piken 5
té Deklaratés Gjithépérfshirése.

Té drejtat tuaja

Ju keni njé mori té drejtash né lidhje me pérpunimin e té dhénave tuaja personale né varési me kushtet e
pércaktuara né legjislacionin né fugqi, té tilla si¢ jané e drejta pér informim, pérmirésim ose fshirje.

Pér mé shumé detaje né lidhje me té drejtat tuaja, shihni mé poshté né pikén 6 té Deklaratés
gjithépérfshirése.

Ndryshimet

Kjo Deklaraté nuk éshté pjesé e Kushteve dhe Termave té pérdorimit. Ne e rezervojmé té drejtén pér té
ndryshuar dhe plotésuar té gjitha pjesét e késaj deklarate né ¢do kohé dhe sipas gjykimit toné. Ne do tju
njoftojmeé pér ndryshime té tilla né kohé né pérputhje me kérkesat e ligjit né fuqi.

Kontakti
Nése keni ndonjé pyetje apo shgetésim, mund té na kontaktoni si mé poshté:
e Pérmes telefonit: +41 800 800 800
e  Pérmes postés: Swisscom (Switzerland) Ltd,
Identification Services
Pfingstweidstrasse 51
8005 Zirich, Schweiz
e Pérmes e-mail-it: info@mobileid.ch

Ju mund té kontaktoni zyrtarin e mbrojtjes sé té dhénave té Swisscom-it si mé poshté:

e Pérmes e-mail-it: datenschutz@swisscom.com,
e  Pérmes postés: Swisscom (Switzerland) Ltd, Dr. Nicolas Passadelis, LL.M., Zyrtar i mbrojtjes sé té
dhénave Swisscom Ltd dhe Swisscom (Switzerland) Ltd, Postfach, 3050 Bern

Ju lutem shénoni né té gjitha rastet fjalén kyce "Mobile ID".

Ndryshimi i fundit: 21/04/2020
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DEKLARATE GJITHEPERFSHIRESE

Kategorité e té dhénave personale

Té dhénat tuaja personale té cilat ne i pérpunojmé jané kéto:
e Numri i telefonit celular (MSISDN)
e ID-ja e pérdoruesit
e Dosjet e regjistrit pér procesin e vértetimit
e Rezultati i vértetimit (sukses / déshtim)
e Informacionet té cilat ju keni dhéné gjaté regjistrimit

Ne i mbledhim kéto té dhéna drejtpérdrejt nga ju ose nga klientét e biznesit gé ofrojné shérbime pér té
cilat déshironi té vértetoheni.

Nuk ka ndonjé detyrim ligjor ose kontraktual pér zbulimin e té dhénat personale. Megjithaté, neve do té
na duhet té mbledhim dhe té pérpunojmé té dhénat personale gé kérkohen pér regjistrimin dhe
pérpunimin e shérbimit té vértetimit. Nése nuk i jepni kéto té dhéna personale, nuk do té jeni né gjendje

ta pérdorni shérbimin toné té vértetimit.
Qéllimi i pérpunimit
Ne i pérpunojmé té dhénat tuaja personale pér géllimet e méposhtme:

e  Ofrimi i shérbimit té vértetimit: Kjo pérfshin, né vecganti, krijimin e certifikatave dixhitale té
avancuara dhe té kualifikuara, trajtimin e procesit té nénshkrimit dhe funksionimin e
infrastrukturés soné teknike né lidhje me Shérbimin e Mirébesimit, duke pérfshiré vlerésimin dhe
verifikimin e paléve té treta pér origjinalitetin e njé certifikate ose nénshkrimi.

e Shérbimet mbéshtetése: Kjo pérfshin, né veganti, pérgjigjen ndaj pyetjeve dhe shgetésimeve,
ofrimin e mbéshtetjes teknike si dhe shérbimin e pérgjithshém ndaj klientit.

e Pajtueshméria ndaj detyrimeve ligjore: Kjo pérfshin, né vecanti, zbulimin e té dhénave personale
paléve té treta kur kjo éshté e nevojshme ose e pérshtatshme né pérputhje me ligjet dhe
rregulloret né fuqi ose pér té verifikuar vértetésiné e té dhénave, dhe pér t'iu pérgjigjur pyetjeve
nga autoritetet kompetente.
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Baza Ligjore

Swisscom-i mbéshtetet pérpunimin e té dhénave tuaja personale mbi bazat ligjore si mé poshté:

Qéllimi i pérpunimit Kategorité e té dhénave Baza ligjore pér pérpunim

Ofrimi i shérbimit té vértetimit Té gjitha té dhénat e e  Ekzekutimi i kontratés
kategorive té mésipérme.

Shérbime mbéshtetése Informacioni gé na jepni né e Pérmbushja e kontratés
pyetjet dhe kategorité e o Interesi legjitim

mésipérme té té dhénave, mbizotérues pér té
nése éshté e nevojshme siguruar kénagésiné e

klientit dhe ofrimin e njé
shérbimi konkurues

Vértetésie
Pajtueshméria me detyrimet Té gjitha kategorité e té e  Detyrimi ligjor
ligjore dhénave té pérmendura
meésipér.

Kategorité e pérfituesve té té dhénave dhe pérpunimi
ndérkufitar

4.1 Kategorité e pérfituesve té té dhénave

e Klienté biznesi gé ofrojné shérbime pér té cilat déshironi té vértetoheni: Ne i informojmé ata
nése vértetimi ishte i suksesshém.

e  Ofruesit e shérbimeve (jashté Grupit Swisscom): Pér té ofruar shérbimin e vértetimit, ne
pérdorim njé ofrues shérbimi té jashtém, Futurae Technologies AG, Eichstrasse 23, 8045 Zurich,
Zvicér, i cili né raste té rralla mund té shikojé té dhénat personale gjaté zgjidhjes sé
problemeve.

e Palét e treta né kontekstin e pajtueshmérisé me detyrimet ligjore: Ne mund t'i transferojmé té
dhénat tuaja personale paléve té treta nése kjo éshté e nevojshme ose e arsyeshme pér té
respektuar, ose verifikuar pajtueshmériné me ligjet dhe rregulloret né fugi dhe pér t'iu pérgjigjur
pyetjeve nga autoritetet kompetente.

4.2 Pérpunimi ndérkufitar né vendet jashté EEA (vendet e treta)

Ne i transferojmé té dhénat tuaja personale vetém te pérfituesit brenda Zonés Ekonomike Evropiane dhe
Zvicrés. Me ané té njé vendimi kompetent (2000/518/EC), Komisioni Evropian ka pranuar gé Zvicra ka njé
nivel té pérshtatshém té mbrojtjes sé té dhénave.

Kohézgjatja e ruajtjes dhe e fshirjes sé té dhénave

Ne i ruajmé dhe pérpunojmé té dhénat tuaja personale pér aq kohé sa éshté e nevojshme pér té arritur
géllimin pér té cilin jané mbledhur si¢c kérkohet ose lejohet me ligj. Né ¢do rast, ne i ruajmé té dhénat
tuaja té pérshkruara né pikén 1 pér kohézgjatjen e pérdorimit tuaj té shérbimit té vértetimit. Nése e fshini
plotésisht aplikacionin, té dhénat tuaja personale do té fshihen nga sistemet tona ose do té anonimizohen,
né ményré gé té mos mund té identifikoheni mé.
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Té drejtat tuaja
Bazuar né ligjin pér Mbrojtjen e té Dhénave, né lidhje me té dhénat tuaja personale ju keni té drejta si mé

poshté:

6.1 Informacion

Ju keni té drejté té merrni njé konfirmim nga ne nése ne po pérpunojmé té dhéna personale né lidhje me
ju dhe, nése po, té kérkoni informacion né lidhje me pérpunimin e té dhénave tuaja personale. Ky
informacion pérfshin, né vecanti, detaje né lidhje me géllimin e pérpunimit, kategorité e té dhénave
personale dhe pérfituesit ose kategorité e pérfituesve té ciléve u jané véné né dispozicion té dhénat tuaja
personale.

6.2 Korrigjimi
Ju keni té drejté té korrigjoni dhe/ose plotésoni té dhénat tuaja personale té pérpunuara nga ne.
6.3 Fshirja

Pér ag kohé sa ligjet dhe rregulloret né fugi nuk na lejojné gé té ruajmé té dhénat tuaja, ju keni té drejté té
fshini té dhénat tuaja personale nése:

e té dhénat tuaja personale nuk jané mé té nevojshme pér arritjen e géllimit;
e  ju e keni kundérshtuar me té drejté pérpunimin (shih mé poshté né lidhje me kété) ose
e  té dhénat tuaja personale jané pérpunuar né ményré té paligjshme.

6.4 Kufizimi i pérpunimit

Kufizimi i pérpunimit: Ju mund té kérkoni té kufizojmé pérpunimin si né rastet e méposhtme:

o Nése kundérshtoni saktésiné e té dhénave, pér kohézgjatjen e ekzaminimit toné dhe korrigjimin
ose refuzimin e mépasshém pér té korrigjuar.

e Nése, né rastin e pérpunimit té paligjshém, ju refuzoni fshirjen dhe déshironi té kufizoni
pérpunimin.

e Nése, pasi té jeté arritur géllimi, ju kérkoni gé té dhénat té mos fshihen, por né vend té késaj,
té vazhdojné té mbahen pér géllimin e pohimit té té drejtave ligjore.

Té dhénat personale té prekura do té ndahen ose shénohen né pérputhje me rrethanat pér kohézgjatjen e
kufizimit. Pérveg ruajtjes, ¢cdo pérpunim i métejshém i kétyre té dhénave personale do té ndodhé vetém
me pélgimin tuaj ose pér géllime té pohimit, ushtrimit ose mbrojtjes ligjore ose pér té mbrojtur té
drejtat e njé personi tjetér fizik ose juridik.

6.5 Lévizshméria e té dhénave

Né varési té kushteve té caktuara, ju keni té drejté té merrni té dhénat personale té ofruara nga ju né njé
format té strukturuar, zakonisht si makiné e leximit. Ju keni té drejté t'i transferoni kéto té dhéna
personale, pa pengesa, te njé kompani tjetér né masén qé kjo éshté teknikisht e mundur.

6.6 E drejta pér té kundérshtuar

Ju keni té drejté, pér arsye gé lidhen me situatén tuaj té vecanté, té kundérshtoni né ¢cdo kohé
pérpunimin toné té té dhénave tuaja personale dhe mund té kérkoni té ndalojmé pérpunimin e té dhénave
tuaja personale. Nése keni té drejté té kundérshtoni dhe e ushtroni até, ne nuk do t'i pérpunojmé mé té
dhénat tuaja personale pér géllime té tilla.

Nése ju me té drejté kundérshtoni dhe e ushtroni té drejtén tuaj, ne nuk do t'i pérpunojmé mé té dhénat
tuaja personale pér géllime té tilla.

Juve mund t’ju mohohet e drejta pér té kundérshtuar, vecanérisht, nése kemi arsye bindése legjitime té
cilat peshojné mé shumé se interesat, té drejtat dhe lirité tuaja, ose nése pérpunimi ka pér géllim
pohimin, ushtrimin ose mbrojtjen epretendimeve ligjore ose &shté i nevojshém pér zbatimin e kontratés.
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6.7 Lista e kontakteve

Ju mund té kérkoni té drejtat tuaja né lidhje me pérpunimin e té dhénave tuaja personale né pikat e
méposhtme té kontaktit:

e  Pérmes telefonit: +41 800 800 800

e  Pérmes postés: Swisscom (Switzerland) Ltd,
Identification Services
Pfingstweidstrasse 51
8005 Ziirich, Schweiz

e  Pérmes e-mail-it: info@mobileid.ch

Ju mund té kontaktoni Zyrtarin e Mbrojtjes sé té Dhénave té Swisscom Ltd dhe Swisscom (Switzerland) Ltd
Si mé poshté:

e  Pérmes e-mail-it: datenschutz@swisscom.com

e  Pérmes postés : Swisscom (Switzerland) Ltd, Dr. Nicolas Passadelis, LL.M.,
Datenschutzbeauftragter Swisscom Ltd und Swisscom (Switzerland) Ltd, Postfach, 3050 Bern

Né té gjitha rastet, shkruani fjalén kyce "Mobile ID".

Nése besoni se pérpunimi i té dhénave tuaja personale cenon GDPR-né, ju gjithashtu keni té drejté té
paragisni njé ankesé prané autoritetit mbikéqyrés kompetent, veganérisht né shtetin anétar té
vendbanimit tuaj té zakonshém ose vendndodhjen e shkeljes sé dyshuar.

Ndryshimi i fundit: 21.04.2020
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Izjava o zastiti podataka (RoW) za
korisé¢enje aplikacije Mobile ID App
firme Swisscom

Opste napomene

Zastita podataka je stvar poverenja, a nama je Vase poverenje vazno. Odgovorno postupanje sa licnim
podacima u skladu sa zakonom izuzetno je vazno firmi Swisscom (Schweiz) AG, Alte Tiefenaustrasse 6,
Worblaufen, Svajcarska, maticni broj privrednog subjekta CHE-101.654.423 (,,mi,,, “nas“, ,,nama* ili
"Swisscom"). Ova Izjava o zastiti podataka (,,Izjava") opisuje nacin nase obrade Vasih licnih podataka.

Primenjivost

Ova Izjava se primenjuje na obradu licnih podataka u vezi sa stavljanjem na raspolaganje aplikacije
Mobile ID App firme Swisscom za sigurne autentifikacije posredstvom 2 faktora (,,usluga autentifikacije").
Uz ovu Izjavu se takode primenjuju Uslovi koriséenja aplikacije Mobile ID App (,,Uslovi koris¢enja").

Kategorije licnih podataka
U vezi sa Vasim koris¢enjem nase usluge autentifikacije narocito obradujemo sledece kategorije li¢nih
podataka:

e  broj mobilnog telefona (MSISDN)
e podatke o koriscenju

Dalje informacije o kategorijama licnih podataka koje obradujemo pronadi cete u odeljku 1 opsirne izjave
navedene u nastavku.

Ne postoji zakonska ili ugovorna obaveza otkrivanja licnih podataka. Ipak ¢emo morati prikupljati i
obradivati licne podatke potrebne za otpocinjanje i vrsenje usluge autentifikacije. U suprotnom necete
modi koristiti nasu uslugu autentifikacije.

Svrhe obrade
Licne podatke obradujemo u sledece svrhe:

e stavljanje na raspolaganje usluge autentifikacije i

e ponuda usluga podrske

Ostale detalje o svrhama obrade cete pronaci u odeljku 2 opsirne izjave navedene u nastavku.

Pravna osnova obrade

Preduslov za obradu licnih podataka je postojanje pravne osnove. Obrada Vasih li¢nih podataka se bazira
na slede¢im pravnim osnovama:

(a) neophodnost za ispunjenje naseg ugovora s Vama ili za obradu Vaseg upita za zakljucenje ugovora,
(b) neophodnost za ispunjenje pravnih obaveza ili
(c) preovladavajuci opravdani interesi za ostvarenje svrha navedenih gore i u opisrnoj izjavi.

Ostale pojedinosti o pravnim osnovama nase obrade cete pronadi u odeljku 3 opsirne izjave navedene u
nastavku.

Kategorije primalaca i prekograni¢na obrada
Pristup vasim podacima moZemo uz pridrzavanje zakonskih zahteva omoguditi slede¢im primaocima:

e poslovnim klijentima za Cije usluge se zelite autentifikovati (ogranicen na uspeh postupka
autentifikacije)

e eksternim pruzaocima usluga

Ostale detalje o prosledivanju licnih podataka trecim stranama pronaci cete u odeljku 4 opsirne izjave
navedene u nastavku.

Trajanje Cuvanja i brisanje podataka

Vasi licni podaci ¢e se u najmanju ruku cuvati do ispunjenja svrhe obrade, a nakon toga ce biti izbrisani ili
anonimizirani. Ostale podatke o trajanju ¢uvanja i brisanju podataka pronaci cete u odeljku 5 opsirne
izjave navedene u nastavku.
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Izjava o zastiti podataka (RoW) za
korisé¢enje aplikacije Mobile ID App
firme Swisscom

VaSa prava

Imate vise razlicitih prava u vezi sa obradom Vasih licnih podataka pod uslovima utvrdenim merodavnim
pravom, kao na primer pravo na informaciju, ispravak ili brisanje. Ostale podatke o svojim pravima cete
pronaci u odeljku 6 opsirne izjave navedene u nastavku.

Izmene

Ova lzjava nije sastavni deo Uslova koris¢enja. Zadrzavamo pravo da sve sastavne delove ove Izjave u
svakom trenutku i prema nasem slobodnom nahodenju izmenimo i dopunimo. O tim promenama ¢emo Vas
informisati primereno i shodno zahtevima merodavnog prava.

Kontakt
U slucaju pitanja ili molbi mozete nas kontaktirati na slede¢i nacin:
e Telefonom: +41 800 800 800
e  PoStom: Swisscom (Schweiz) AG,
Identification Services
Pfingstweidstrasse 51
8005 Zirich, Svajcarska
e E-poStom: info@mobileid.ch

Sluzbenika za zastitu podataka firme Swisscom mozete kontaktirati na sledeci nacin:
e E-postom: datenschutz@swisscom.com

e  Postom: Swisscom (Schweiz) AG, Dr. Nicolas Passadelis, LL.M., Datenschutzbeauftragter Swisscom
AG i Swisscom (Schweiz) AG, Postfach, 3050 Bern

U svim slucajevima navedite kljuéni naziv ,,Mobile ID".

Poslednji put izmenjeno: 21.4.2020.
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Izjava o zastiti podataka (RoW) za
korisé¢enje aplikacije Mobile ID App
firme Swisscom

OPSIRNA |ZJAVA

Kategorije licnih podataka
Obradujemo Vase sledece licne podatke:
e broj mobilnog telefona (MSISDN)
e  korisnicki ID
o datoteke evidencije za postupak autentifikacije
e rezultat autentifikacije (uspeh/neuspeh)
e podatke koje navodite u upitima upucenim nama

Te podatke prikupljamo direktno od Vas ili kod poslovnih klijenata za Cije usluge se Zelite autentifikovati.

Ne postoji zakonska ili ugovorna obaveza otkrivanja licnih podataka. Ipak ¢emo morati prikupljati i
obradivati licne podatke potrebne za otpocinjanje i vrienje usluge autentifikacije. Bez stavljanja na
raspolaganje tih li¢nih podataka nec¢ete modi koristiti nasu uslugu autentifikacije.

Svrha obrade

Vase licne podatke obradujemo u sledece svrhe:

e Stavljanje na raspolaganje usluge autentifikacije: U to se posebno ubraja izrada naprednih i
kvalifikovanih digitalnih sertifikata, kao i odvijanje postupka potpisivanja i upotreba nase
tehnicke infrastrukure u vezi sa uslugom poverenja, ukljucujuci proveru i dokaz autenti¢nosti
nekog sertifikata ili potpisa u odnosu prema treé¢im stranama.

e  Usluge podrske: U to se posebno ubraja odgovaranje na pitanja i molbe, podrska u tehnickim
stvarima i pruzanje opstih usluga klijentima.

e Postovanije pravnih obaveza: U to se posebno ubraja prosledivanje li¢nih podataka tre¢im
stranama ako se to smatra potrebnim ili primerenim za postovanje vaZecih zakona i propisa odn.
za proveru njihovog postovanja i odgovaranje na upite nadleznih organa.

Pravna osnova

Prilikom obrade Vasih licnih podataka Swisscom se oslanja na sledece pravne osnove.

Svrha obrade Kategorije podataka Pravna osnova za obradu
Stavljanje na raspolaganje Sve gore navedene kategorije e Ispunjenje ugovora
usluge autentifikacije podataka.
Usluge podrske Podaci koje navodite u e Ispunjenje ugovora
upitima upucenim nama, kao i o preovladavajuéi
gore navedene kategorije opravdani interes koji se
podataka, ako je to sastoji u tome da se
neophodno zadovolje klijenti i
ponudi konkurentna
usluga autentifikacije
Postovanje pravnih obaveza Sve gore navedene kategorije e Pravna obaveza
podataka.
Swisscom (Schweiz) AG Datum: 21.4.2020
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Izjava o zastiti podataka (RoW) za
korisé¢enje aplikacije Mobile ID App
firme Swisscom

Kategorije primalaca podataka i prekograni¢na obrada

4.1 Kategorije primalaca podataka

e Poslovni klijenti za cije usluge se Zelite autentifikovati: Njima prosledujemo informaciju o tome
da li je autentifikacija bila uspesna.

e  PruZaoci usluga (van grupe Swisscom): Za stavljanje na raspolaganje usluge autentifikacije
koristimo uslugu eksternog pruzaoca usluga, firme Futurae Technologies AG, Eichstrasse 23, 8045
Ziirich, Svajcarska, koja u retkim pojedinaénim slucajevima prilikom traZzenja gre$aka moze imati
uvid u liéne podatke.

e Trece strane u okviru ispunjenja pravnih obaveza: Vase licne podatke mozemo proslediti tre¢im
stranama ako se to smatra potrebnim ili primerenim za postovanje vazecih zakona i propisa odn.
za proveru njihovog postovanja i odgovaranje na upite nadleznih organa.

4.2 Prekograni¢na obrada u zemljama van Evropskog ekonomskog prostora (trece zemlje)

Vase li¢ne podatke prosledujemo samo primaocima unutar Evropskog ekonomskog prostora i Svajcarske.
Evropska komisija je u pogledu Svajcarske priznala Odlukom o primerenosti (2000/518/EZ) da ova zemlja
raspolaze primerenim nivoom zastite licnih podataka.

Trajanje Cuvanja i brisanje podataka

Vase licne podatke ¢uvamo i obradujemo onoliko dugo koliko je to neophodno za postizanje cilja njihovog
prikupljanja ili koliko je to zakonom propisano ili dozvoljeno. Vase podatke opisane u odeljku 1 u svakom
slucaju ¢uvamo za vreme trajanja Vaseg koristenja usluge autentifikacije. Ako u potpunosti izbrisete
aplikaciju, vasi licni podaci ¢e biti izbrisani iz nasih sistema ili ¢e biti anonimizirani tako da vise ne mozete
biti identifikovani.

VaSa prava

Na osnovi pravnih propisa o zastiti podataka imate sledeca prava u odnosu na svoje licne podatke:

6.1 Informacije

Imate pravo da od nas dobijete potvrdu o tome da li obradujemo Vase licne podatke i, ako je to slucaj, da
zahtevate informacije o obradi svojih licnih podataka. Te informacije posebno obuhvataju podatke o svrsi
obrade, o kategorijama li¢nih podataka i primaocima ili kategorijama primalaca kojima je omogucavan ili
se omogucava pristup licnim podacima.

6.2 Ispravak
Imate pravo na ispravak i/ili dopunu svojih licnih podataka koje obradujemo.

6.3 Brisanje

Imate pravo na brisanje svojih li¢nih podataka, pod uslovom da na osnovi vazecih zakona i propisa nismo u
obavezi da ¢uvamo Vase li¢ne podatke, u slede¢im slucajevima:

e ako ti li¢ni podaci vise nisu potrebni za svrhe njihove obrade;
e ako ste ulozili dopusten prigovor na obradu (vidi za to dole) ili

e ako su nezakonito obradivani.
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Izjava o zaStiti podataka (RoW) za
korisé¢enje aplikacije Mobile ID App
firme Swisscom

6.4 Ogranicenje obrade
Ogranicenje obrade: U sledec¢im slucajevima moZete od nas zahtevati ograni¢enje obrade:

e  Ako osporavate tac¢nost podataka, za vreme nase provere i ispravka nakog toga ili odbijanja
ispravka.

e Ako nakon nezakonite obrade odbijete brisanje i umesto toga Zelite ogranicenje obrade.

e Ako nakon ispunjenja svrhe zahtevate da se podaci ne izbrisu, nego da se i dalje ¢uvaju za
ostvarivanje prava.

Licni podaci na koje se ovo odnosi bice za vreme ograni¢enja izdvojeni ili oznaceni. Sa izuzetkom cuvanja
svaka druga vrsta obrade tih li¢nih podataka vrsi se samo uz Va$ pristanak ili u cilju podnosenja,
ostvarivanja ili odbrane pravnih zahteva ili zastite prava neke druge fizicke ili pravne osobe.

6.5 Prenosivost podataka

Pod odredenim uslovima imate pravo da licne podatke koje ste stavili na raspolaganje dobijete u
strukturisanom, uobicajeno koris¢enom i elektronski Citljivom formatu. Imate pravo da te licne podatke
nesmetano prenesete nekom drugom preduzecu ako je to tehnic¢ki moguce.

6.6 Pravo na prigovor

Imate pravo da iz razloga koji se odnose na Vasu posebnu situaciju u svakom trenutku ulozite prigovor na
obradu Vasih li¢nih podataka koju vrsimo i od nas se moZe zahtevati da viSe ne obradujemo Vase licne
podatke. Ako imate pravo na prigovor i to pravo iskoristite, vise ne¢emo obradivati Vase licne podatke u
takve svrhe.

Pravo na prigovor narocito ne postoji u sluc¢aju kada imamo uverljive legitimne razloge za obradu koji
pretezu nad Vasim interesima, pravima i slobodama ili ako obrada sluzi podnosenju, ostvarivanju ili
odbrani pravnih zahteva ili je potrebna za zakljucivanje ili izvrSavanje nekog ugovora.

6.7 Mesta za kontakt
Svoja prava u vezi sa obradom Vasih licnih podataka moZete ostvariti na slede¢em mestu za kontakt:
e Telefonom: +41 800 800 800

e  PoStom: Swisscom (Schweiz) AG,
Identification Services
Pfingstweidstrasse 51
8005 Ziirich, Svajcarska

e E-postom: info@mobileid.ch
Sluzbenika za zastitu podataka firmi Swisscom AG i Swisscom (Schweiz) AG mozete kontaktirati na sledeci
nacin:

e E-poStom: datenschutz@swisscom.com

e  Postom: Swisscom (Schweiz) AG, Dr. Nicolas Passadelis, LL.M., Datenschutzbeauftragter Swisscom
AG i Swisscom (Schweiz) AG, Postfach, 3050 Bern

U svim sluc¢ajevima navedite kljuéni naziv ,,Mobile ID Service".

Takode imate pravo da podnesete zalbu nadleznom nadzornom telu, narocito u drzavi ¢lanici u kojoj
imate uobicajeno boraviste ili u kojoj se nalazi mesto navodnog krsenja, ako smatrate da je obrada Vasih
liénih podataka u suprotnosti sa GDPR-om.

Poslednji put izmenjeno: 21.4.2020.
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